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Abstract: This contribution makes observations and lists architecture challenges for the V2X system as ensuing from the SA1 security related service requirements. It also proposes a potential solution.
1.
Introduction
We note that TS 22.185 has the following security requirements:
· The 3GPP system shall support the anonymity of UE supporting V2X application and the integrity protection of the transmission.
· The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.
· Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
This contribution reviews V2X security/privacy aspects, lists foreseen challenges, and proposes an example solution to address the privacy protection for the network connection establishment.  
2.
Discussion
2.1 UE tracking considerations
The V2X security requirement does allow tracking of the UE on a short time scale, e.g. a few minutes. For example, some tracking of a vehicle UE by other vehicle UEs nearby is necessary to run V2X application algorithms that predict the trajectory of vehicles. User privacy is concerned with longer time scale, e.g. during a journey from home to the work place, etc. 

Within the V2V messages that each UE sends, there is some uniquely identifiable information, e.g. the temporary ID in the BSM blob, the L2 ID when PC5 is used, the IP address and EPS identifiers when LTE-Uu is used. These identifiers together with the location information within the V2X message can be used to track a UE. In Figure 1 this is illustrated by showing vehicle trajectories (along a road) in different colours, where the colour is unchanged for a short time period. In order to make correlation between consecutive short-time-periods difficult, the uniquely identifiable information has to change for all UEs at one exact time instance. Otherwise, if only a single UE changes the identifiers, the system will still be able to link the UE before and after the change.  
Observation 1: V2X UEs should be configured to change the identities for V2X communication at the same time. 
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Figure 1: Vehicle UE trajectories over time periods.
2.2. Privacy requirements analysis

These requirements have different implications for PC5 based and LTE-Uu based V2X communications. 

For PC5 based V2X, the first requirement means that the identifier used for the V2X transmission should not be linked to a UE's permanent identity. This is already satisfied with the self-assigned L2 ID, as in solution 2 documented in 6.2 of TR 23.785. The integrity protection can be achieved with security mechanism to be defined by SA3 utilizing the upper layer identity, e.g. similar to that of IEEE 1609.2.  

However, for LTE-Uu based V2X, the UE exchanges messages with V2X App Server via LTE system. Therefore, it may result in the need for introducing new UE identifiers that hide the 3GPP identity from other UEs and the network itself, e.g. V2X App Server. 

The second requirement can be met with the PC5 based V2X as in 6.2 of TR 23.785, since the UE can locally change the L2 ID, or the IP address (if it is used). For LTE-Uu based V2X, the traffic goes through the V2X App Server, before it is forwarded to the other UEs. Therefore, the system must make sure that the V2X App Server hides the source UE identity.  

Finally, the third requirement does not have much impact to the PC5 based V2X, since the traffic are exchanged directly without network involvement. However, for LTE-Uu based V2X, it implies that UE identifiable information should change periodically so as not to allow longer-term tracking by the network or the V2X application server or other UEs. This is likely to have significant network architecture impacts. 

Observation 2: The security requirements are already met by PC5 based V2X system. Additional considerations should apply to LTE-Uu based V2X.
2.3. Observations on LTE-Uu based V2V operations and privacy
As discussed above, the privacy requirements, especially the third requirement, have more architecture implications to LTE-Uu based V2X, since the communication goes through the network.  
From the perspective of meeting the requirement that the network will not be able to track individual UEs, we make the following observations:
1. The V2X message contents are visible to the network and the 3rd party entity, e.g. V2X AS, since the messages cannot be encrypted. This messages provides precise location of the UE. 

2. Since traffic is traversing the network, the PLMNs involved may be able to track UEs based on their 3GPP identities (e.g. IMSI, TMSI etc)
3. The network/3rd Party can track the UE based on its IP address because:
· The uplink traffic is sent to the V2X AS using the source IP address allocated by the LTE network. 
· If the IP address does not change, V2X AS could derive the UE's path history using the contents of V2X message and the long lasting IP address.

4. When the identity needs to be rolled, all of the UE’s identities and addresses need to change as well, otherwise, the network would be able to track the UE. These identifiers include:
· Application-layer identifiable information in the V2V message (e.g. key used to sign safety messages) 
· Transport layer identifier, e.g. IP addresses
· Identity used to establish the EPS connectivity (e.g. IMSI, TMSI)
· Radio Layer identifier, e.g. the C-RNTI
5. If a UE has regular user traffic on the Uu interface being transferred in parallel to the V2X traffic, these two types of traffic may be correlated. Therefore, the EPS connection used for the V2X communication should not be shared with any other applications (that does not have the same security requirements as V2X), and this applies to all the identifiers used for this EPS connection.   
2.4. Challenges

We identify the following challenges that are encountered in the light of the security requirements mentioned above:

I. All UEs in a region must switch EPS identities, IP source addresses and application-layer credentials at the exact same time in order to avoid correlation of the data from the previous period. This may require re-attach procedures and new IP address assignments, which may pose periodic surges in signalling load of the serving network.
II. The V2X UE cannot be used for traffic other than V2X, and therefore another UE instance is required if the vehicle/device has other application traffic.

III. Lawful Interception may still apply to LTE-Uu based V2X, as the traffic goes through the network. It is therefore necessary for the system to allow an authorized entity (e.g. LEA, Law Enforcement Agency) to obtain enough information to do the correlation of the V2X messages sent via the network by a UE under surveillance (identified by IMSI/IMEI). 
2.5. Potential solution

A potential solution that satisfies all three privacy service requirements above is outlined in the work by the COmmunication Network VEhicle Road Global Extension (CONVERGE) research group on a “Proposal for a Car2X systems network”. It is available at http://www.converge-online.de/doc/download/Privacy_Augmented_LTE.pdf. 
The CONVERGE solution introduces UE identities that are managed separately (e.g. by an organizationally distinct 3rd party Server) from the existing 3GPP identities, and refers to them as PMSIs (Pseudonymous Mobile Subscriber IDs). This solution is summarized next. 
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Figure 2: Provisioning and secure link setup 

Even though not shown in the cited work, it is envisioned that as an initial step, the UE requests authorization for V2X operation from the home V2X Control Function. This can be done based on the 3GPP identity as usual, and in consultation with the HSS for the UE subscription. Referring to Figure 2, the cited solution proposes that the MNO provisions each of its vehicle UEs with a shared (same for all UEs) protection material for the PMSIs, in order to hide the PMSIs from the 3rd party Server. In the LTE V2X architecture, this could be realized by the V2X Control Function sending a shared PMSI Key to each of its UE upon authorization success. 
In a second step, the MNO generates a large pool of PMSIs and associated credentials, and encrypts each pair with the PMSI Key distributed to the UEs. Then the MNO sends this pool to a trusted 3rd party Server. 

Following this, it is assumed that the UE can establish a secure end to end link to the 3rd party Server and send its IMSI to that server, requesting a pool of PMISs. Then, the 3rd party Server selects a sub-pool of encrypted (PMSI, credential) pairs and sends that to the UE, making note of the association of this pool to the given IMSI. The sub-pools sent to two different UEs must of course be non-overlapping.

As a final step of provisioning, the UE can decrypt each pair of PMSI and credential with the PMSI Key given in step 1, and thus be ready to use the PMSIs. 
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Figure 3: V2X Operation starting with the attach procedure
Referring to Figure 3, when the UE is ready to send V2V traffic, a regular attach procedure takes place in the serving network, but the UE does not use a regular 3GPP identity, instead it uses one of the PMSIs. The serving network knows the credential associated with it (since it generated it in step 2 of Figure 2), so it can run regular mutual authentication NAS protocols. However the serving network does not know the IMSI that this particular PMSI was given to, hence the vehicle UE privacy is preserved for the V2V traffic that gets sent uplink on this established Uu link. 
Notably, a Law Enforcement Agency with a warrant for a vehicle UE may get all the necessary information from both the MNO and the 3rd party Server in order to retrieve the V2V traffic associated with the target IMSI. 

It is evident that there are open questions to be addressed such as attach and handoff procedure impacts, roaming, charging, lawful intercept, etc. 
Editor’s Note: The details of the security procedures and the assessment of vulnerabilities are in the SA WG3’s remit. A suitable solution is expected to be developed with inter-WG coordination.

2.6 Considerations on the 3rd party server
The cited solution gives the example of a vehicle OEM as the 3rd party server. It is assumed that the vehicle OEM server pre-provisions a long-term credential into each of its vehicle UEs, before operation, so that the vehicle UE can later on locate and establish a secure connection to this server.

The characteristics of such a 3rd party server, from a security perspective may be:

- Be trusted by the MNO(s). 

- Be administratively separate from all MNO(s)

- Be trusted by vehicle UEs (via pre-provisioning by the Server itself or via provisioning from the UE’s home MNO)

- Support establishment of e2e secure links with vehicle UEs, which may go through the operator’s network. These can use standard protocols such as TLS. 
3. Conclusions

It is proposed that SA2 take into consideration the observations and challenges outlined above when designing the architecture for LTE-Uu based solutions. And capture the following in TR 23.785.

*********** Start of Changes *************
5.X
Key Issue #X: Privacy for V2X via LTE-Uu
5.x.1
General description
To support V2X communication via LTE-Uu, the system must address the following privacy requirements:
-
An identifier different from IMSI/TMSI should be used when UE attaches to the network for V2X communication via LTE-Uu.

-
The system needs allow frequent change of the UE identities used for V2X communication.
*********** Next Change *************
6.y
Solution #y: Privacy solution for V2V/P Services via LTE-Uu

6.y.1
Functional Description

6.y.1.1
General
This solution corresponds to the Key Issue #x "Privacy for V2X via LTE-Uu ".
UE identities used for the V2X communication are managed separately (e.g. by an organizationally distinct 3rd party Server) from the existing 3GPP identities, is named as PMSIs (Pseudonymous Mobile Subscriber IDs). This solution is summarized below.
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Figure 6.y.1.1-1: Provisioning and secure link setup 

As an initial step, the UE requests authorization for V2X operation from the home V2X Control Function. This can be done based on the 3GPP identity as usual, and in consultation with the HSS for the UE subscription. Referring to figure 6.y.1.1-1, the MNO provisions each of its vehicle UEs with a shared (same for all UEs) protection material for the PMSIs, in order to hide the PMSIs from the 3rd party Server. In the LTE V2X architecture, this could be realized by the V2X Control Function sending a shared PMSI Key to each of its UE upon authorization success. 

In a second step, the MNO generates a large pool of PMSIs and associated credentials, and encrypts each pair with the PMSI Key distributed to the UEs. Then the MNO sends this pool to a trusted 3rd party Server. 

Following this, the UE can establish a secure end-to-end link to the 3rd party Server and send its IMSI to that server, requesting a pool of PMISs. Then, the 3rd party Server selects a sub-pool of encrypted (PMSI, credential) pairs and sends that to the UE, making note of the association of this pool to the given IMSI. The sub-pools sent to two different UEs must of course be non-overlapping.

As a final step of provisioning, the UE can decrypt each pair of PMSI and credential with the PMSI Key given in step 1, and thus be ready to use the PMSIs. 
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Figure 6.y.1.1-2: V2X Operation starting with the attach procedure

Referring to figure 6.y.1.1-2, when the UE is ready to send V2V traffic, a regular attach procedure takes place in the serving network, but the UE does not use a regular 3GPP identity, instead it uses one of the PMSIs. The serving network knows the credential associated with it (since it generated it in step 2 of Figure 6.y.1.1-1), so it can run regular mutual authentication NAS protocols. However the serving network does not know the IMSI that this particular PMSI was given to, hence the vehicle UE privacy is preserved for the V2V traffic that gets sent uplink on this established Uu link. 

Notably, a Law Enforcement Agency with a warrant for a vehicle UE may get all the necessary information from both the MNO and the 3rd party Server in order to retrieve the V2V traffic associated with the target IMSI. 

6.y.2
Procedures
Editor’s Note: The details of the security procedures and the assessment of vulnerabilities are in the SA WG3’s remit. A suitable solution is expected to be developed with inter-WG coordination.

6.y.3
Impact on existing entities and interfaces
Editor's note:
Impacts on existing nodes or functionality will be added.
6.y.4
Topics for further study
It is FFS how the roaming, charging, lawful interception are supported.
Editor’s note: The interface from MNO entities, e.g. MME, to the 3rd party server needs to be specified with SA3 inputs.
6.3.5
Conclusions

Editor's note:
Conclusions will be collected for this particular functionality.
*********** End of Changes *************
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